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1. TepMUHbI N COKpaLLeHUA

APM — aBTOMaTM3npoBaHHOE paboyee MecTo

MOH — nepcoHarnbHble faHHble

NCIMOH — nHpopMaLMOHHaa cucTtemMa NepcoHarbHbIX AaHHbIX
K3 — koHTponupyemas 3oHa

M3 — mexceTeBon aKpaH

HC[ — HecaHKUMOHNPOBAHHbLIN JOCTYN K MHOpMauum

Bl — BpegoHocHaa nporpamma

CBT — cpeactBa BbIMUCIINTENBHON TEXHUKW

HOB — HepeknapnpoBaHHbIe BO3MOXHOCTU

C3l4H - cuctema 3awmTbl NEPCOHaNbHbIX JaHHbIX



2. O6bwme nonoxeHus

Hactosiwaa nonutnka 6e3onacHOCTM NepcoHanbHbIX AaHHbIX, obpabaTbiBaemMbix B MAOY
COLW Ne 17 (pnanee - lMNonutuka) yctaHaBnuBaeT TpeboBaHus k obecneveHnto 6e3onacHoOCTH
nepcoHanbHbIX AaHHbIX Npy nx 06paboTke B MHPOPMALMOHHBIX CUCTEMAX, MHEOPMALIMOHHbIX
TEXHOMOIMA WU TEXHUYECKMX CPeacTB, MO3BOMAKWMNX OCYLLEeCTBAATb 00paboTky Takux
nepcoHanbHbiX [aHHbIX C WCMNONb30BaHMEM CPEACTB aBTOMaTM3auun, a Takke npu unx
HeaBTOMaTM3NpPOBaHHOM obpaboTke.

Monutnka paspaboTtaHa B COOTBETCTBUM CO CREAyWOLMMM 3aKOHAMW U HOPMAaTUBHbIMU
OOKYMeHTamu:

o KoHcTtutyumnen Poccurickon denepaumm, PegepanbHbiM 3akoHOM OT 27 utonga 2006 r. Ne

149-93 «O6 MHpopmaLmm, MHPOPMALIMOHHBIX TEXHONOIMAX M O 3almuTe nHpopmaunny;

o ®epaepanbHbiM 3akoHOM OT 27 nionga 2006 r. Ne 152-d3 «O nepcoHarnbHbIX AaHHbIXY;

e [loctaHoBnennem [lpaButenbctBa PP ot 01.11.2012 r. Ne 1119 «O6 yTBEepxaeHun
TpeboBaHUN K 3almuTe nepcoHarnbHbIX AaHHbIX NpU nx 06paboTke B MH(POPMALNOHHBIX
cMcTemMax NepcoHaribHbIX JaHHbIXY;

e [lpmkazom OCTOK Poccum ot 18.02.2013 Ne 21 «OO6 yTBEpXOeHMM cocTaBa U
coepXXaHns OpraHu3auMOHHbIX U TEeXHU4YecKux mep no obecrneyeHuto GesonacHOCTU
nepcoHanbHblX AaHHbIX Npu  ux obpaboTke B  WMHMOPMAUMOHHBIX cUCTEMax
nepcoHarnbHbIX AaHHbIX» W onpegenseT MNOPSAOK 3alinTbl MEepPCOHarbHbIX OaHHbIX,
obpabaTbiBaembix B MAOY COLU Ne 17 (nanee - Onepatop).

Llenbto Monutukn siBnsietca onpepeneHve TpeboBaHuin 6e30MacHOCTU K MepCOoHarnbHbIM
AaHHbIM, obOpabaTbiBaeMbiM B MHOPMAUMOHHBLIX CUCTEMAxX MepPCOHarnbHbIX AaHHbIX
OnepaTtopa n npegoTepaLLeHne noboro HeCaHKLMOHNPOBAHHOIO JOCTYNa K HUM.

OcHoBHbIM hakTopom 6e3onacHocTn MNOH aBnaeTca opraHn3daumst 3PEKTUBHONO KOHTPOMSA
poctyna k [lOH, obpabaTbiBaemMblX B MH(POPMALMOHHBIX CUCTEMAX MEPCOHAasbHbIX AAHHbLIX.
OTcyTCcTBME afeKBaTHOrO KOHTPONA AOCTyna MOXeT MPUBECTU K HeCaHKLMOHWPOBaHHOMY
poctyny kK UCIMAn OnepaTtopa.

TpeboBaHus HacToswen MonuTUKM pacnpoCTpaHATCA Ha Bcex coTpyaHuMkoB OnepaTopa
(WTaTHbIX, BPEMEHHbIX, paboTaloLWmMX N0 KOHTPAKTY, NOAPSAYMKM, ayauTopbl U T.M.), a Takke
y4YaLLMXCs WKOIbl, UX POAUTENEN U 3aKOHHbIX NPeACcTaBUTENEN, CBA3aHHbLIX ¢ o6paboTkon MOH.



3. Mepbl no obecne4vyeHuto 6esonacHocTn NOH, o6pabaTbiBaeMbIX

Onepatopom

3.1.CocTtaB u cogepxaHue mep no obecneveHuro 6esonacHoctu MNOH

B coctaB mMep no obecnedeHnto 6e30nNacHOCTM MEPCOHanbHbIX OAHHbIX, peanu3yembliX B
pamMKax CUCTeMbl 3aLUUTbl NEePCOHanbHbIX AAHHbLIX C Y4€TOM aKTyarnbHbIX Yyrpo3 6e3onacHoCTu
nepcoHasnbHbiX [AaHHbIX W NPUMEHSeMbIX WH(OPMAUMOHHBIX TEXHOMOMMN, MOryT ObliTb
BKITHOYEHbI:

Mepbl No ngeHTudmkaumm n aytTeHTudmnkauum cybbLekToB ocTyna u o6 bekToB JoCcTyna
AO0IKHbI obecneynBaTb NPUCBOEHME CyObeKTaM 1 obbekTam A0CTyna yHUKarbHOro
npusHaka (naeHTndmkaTopa), CpaBHeEHNE NPESBABNSEMOro Cy6GbeKTOM (0O HEKTOM)
aocTtyna ngeHtudukatopa ¢ nepeyHeM NPUCBOEHHbIX MAEHTUAMKATOPOB, a TakKe
NpoBEepPKY NPUHAANEXHOCTU CyObekTy (00beKkTy) AocTyna npeabABAeHHOro UM
naeHtTudurkatopa (noaTeepXaeHne NoASIMHHOCTN);

Mepbl NO ynpaBneHno JOCTYNoM CyObeKTOB AOCTyna K 06bekTam JOCTyna SOSMKHbI
oGecneynBaTtb ynpasneHne npaBsaMmu 1 npmBunernamm cybbekToB fOCTyna,
pasrpaHuMyeHne goctyna cybbekToB AoCTyna K 06bekTam 4OCTyna Ha OCHOBE
COBOKYMHOCTWN YCTaHOBIIEHHbIX B MHPOPMALMOHHOM CUCTEME NMpaBun pasrpaHnyeHus
AocTyna, a Takke obecneunBaTb KOHTPOSb 3a COBNIOAEHNEM 3TUX NPaBWUN;

Mepbl N0 OrpaHNYEHNIO NPOrPaMMHONM cpeabl A0MKHbI 06ecneyunBaTb YCTAHOBKY U (M)
3anycK TONbKO pa3peLLeHHOro K MCNOSfb30BaHM0 B MHGPOPMAaLMOHHON CUCTEME
nporpaMmMHoro o6ecnevyeHnsa UM UCKIYaTb BO3MOXHOCTb YCTAHOBKM U (M) 3anycka
3anpeLLeHHOro K Crnosib3oBaH1io B UHAOPMALMOHHON CUCTEME NPOrPaMMHOrO
obecneyenus;

Mepbl No 3awmnTe MaLUMHHbLIX HOCUTENEN NePCOHanbHbIX AaHHbLIX (CpeacTB 0b6paboTku
(XpaHeHus) nepcoHanbHbIX AaHHbIX, CbEMHbIX MaLUMHHbLIX HOCUTENEN NePCOHanbHbIX
AaHHbIX) AOMKHbI UCKMOYaTb BO3MOXHOCTb HECAHKLIMOHMPOBAHHOMO A0CTYNa K
MaLLUMHHBIM HOCUTENSAM M XPaHALLMMCSA Ha HUX NEPCOHaNbHbLIM JAaHHbLIM, a Takke
HEeCaHKLMOHNPOBaAHHOE UCMNOSIb30BaHME CbeMHbIX MaLLUMHHbIX HOCUTENEN NePCOHarnbHbIX
AaHHbIX;

Mepbl no pernctpaunmn cobbiTnin 6e3onacHOCTU AoMmKHbI obecnevnBaTtb cbop, 3anuch,
XpaHeHue 1 3amTy MHopMauumn o cobbITuax 6e3onacHOCTN B MHPOPMaLMOHHOM
cucTeMe, a Takke BO3MOXHOCTb NPOCMOTPa U aHanuaa nHgopmaumm O Takux cobbITUAX
N pearnpoBaHne Ha HuX;

Mepbl N0 aHTUBMPYCHOW 3aLUMTE AOSMKHbI 06ecneymBaTb OOHapyXeHne B
MHAOPMALMOHHOM CUCTEME KOMMBIOTEPHLIX MPOrpamMm NmMbo MHOW KOMMNbIOTEPHOM
MHpopmauun, npegHasHa4YeHHON ANst HECaHKLMOHNUPOBAHHOIO YHUUYTOXEHUS,
©GnoknpoBaHus, Mmognukaunmn, KONMPOBaHUSA KOMMbLIOTEPHOW MHPOPMaLMK NNu
HenTpanusauum cpeacTB 3aWwmnTbl MHPOPMaLMK, a Takke pearmpoBaHme Ha
oBHapyxeHue 3aTUX NporpamMmm 1 MHoOpPMaLmu;

Mepbl No o6HapyxeHuto (NpeaoTBpaLLEeHNIO) BTOPXXEHUI LOMKHbI o6ecneynBaTtb
obHapyxeHne OencTBuii B MHPOPMaLUMOHHOW CUCTEME, HAaNpPaBMEHHbIX Ha
HEeCaHKLMOHNPOBAaHHbIN JOCTYN K MHpOpMaLuK, crnelmanbHble BO34ENCTBUSA Ha
NH(POPMALNOHHYIO CUCTEMY M (UNIN) NepPCOHarnbHble AaHHbIE B Liensx AobbiBaHus,
YHUUTOXEHUS, NCKaXKeHNSA 1 6NOKMpOBaHMA OOCTYNa K NepcoHarnbHbIM JaHHbIM, a Takxke
pearmpoBaHue Ha 3TU OENCTBUS;

Mepbl NO KOHTPOMO (aHaNn3y) 3allMLLEHHOCTM NEPCOHAanbHbIX 4aHHbIX JOMKHbI
obecneunBaTb KOHTPOSb YPOBHSA 3aLLMLLEHHOCTM NEPCOHANbHbIX AAHHbIX,
obpabaTbiBaeMbIX B MIHGPOPMAaLMOHHOM CUCTEME, NYTEM NPOBEAEHUSA CUCTEMATUYECKNX
MEpPONPUATUA NO aHanuay 3aWnLLEeHHOCTU MHPOPMALMOHHON CUCTEMbI U TECTUPOBAHUIO
paboToCNOCOBHOCTM CUCTEMBI 3aLUNUTBI MEPCOHANbHbBIX AAHHbIX;

Mepbl no obecneyeHnto LeNOCTHOCTM MHPOPMALMOHHON CUCTEMbI U MEPCOHANbHbIX
AaHHbIX OOMKHbI 06ecneunBaTb 0O6HapyXeHne hakToB HECAHKLMOHNPOBAHHOMO
HapyLLeHWst LeNOCTHOCTU MH(POPMALIMOHHOW CUCTEMbI U COOEPXKALLNXCH B HEWN



nepcoHanbHbIX JaHHbIX, a TakkKe BO3MOXHOCTb BOCCTAHOBNEHUS MHOPMAaLMOHHOM
CUCTEMbI N COAEPXKALLMXCHA B HEN NepCOHarbHbIX AAHHbIX;

Mepbl No obecneyeHno AOCTYNHOCTM NepPCOoHarbHbIX aHHbIX JOKHbI obecneynBaTtb
aBTOPM30BaHHbIN AOCTYMN Nosfb3oBaTenen, UMeLWnX npasa no 4ocTyny, K
nepcoHarnbHbIM JaHHbIM, coepXalwuMcs B MIHPOPMAaLIMOHHON CUCTEME, B LUTATHOM
pexvme PYHKLMOHNPOBAHNA NHPOPMALNOHHON CUCTEMBI;

Mepsbl No 3awmTe cpebl BUpTyanmsauum AOSDKHbI UCKNOYaTb HECAHKLMOHUPOBAHHbIN
AOCTYN K NepcoHanbHbIM AaHHbIM, obpabaTbiBaeMbiM B BUPTyanbHOW MHAPACTPYKTYpE,
N K KOMNOHEHTaM BUPTyanbHOW MHPPACTPYKTYpbI 1 (MNK) BO3AENCTBME HA HUX, B TOM
4yucrne K cpeacteam ynpasrieHUs BUpPTyanbHOW MHOPACTPYKTYPOU, MOHUTOPY
BUPTYarnbHbIX MallWH (TMNepBu3opy), CUCTEME XpaHEeHUS AaHHbIX (BKNoYasa cuctemy
XpaHeHus 06pa3oB BUPTYanbHOM MHAPACTPYKTYpPbI), CETU Nepefayn LaHHbIX Yepes
afieMeHTbl BUPTYyanbHOM NN oM3ny4eckon NHPPaCTPYKTYpbl, FOCTEBLIM ONepaunoHHbIM
cucTemaMm, BUpTyaribHbIM MallnHam (KOHTENHepaMm), CUCTEME N CETU penfnKaLmu,
TepMUHanbHbIM N BUPTyarnbHbIM YCTPOUCTBAM, a TakkKe CUCTEME pPe3epPBHOIo
KOMMPOBaHNA 1 CO30aBaeMbIM €0 KOMUSAM;

Mepbl NO 3alnTe TEXHUYECKMUX CPEACTB OOMMKHbI UCKMOYaTb HECAHKLMOHUPOBAHHbIV
AOCTYN K CTauMOHapHbIM TEXHUYECKUM cpeacTBaMm, obpabaTbiBatoLLMM NepcoHarnbHble
AaHHble, cpeacTeaMm, obecneymsaoLMM PYHKLUMOHUPOBAHUE MHOPMALVNOHHOM
cucteMbl (ganee - cpeactea obecnedyeHns PyHKLMOHMPOBAHNS), U B MOMELLEHUS, B
KOTOPbIX OHM MOCTOSIHHO PACMONOXEHbI, 3aLMUTY TEXHUYECKUX CPEeACTB OT BHELUHUX
BO3ENCTBUN, a TaKKe 3aLUnTy NepcoHarbHbIX AaHHbIX, NpeAcTaBNeHHbIX B BUAe
MHAOPMATUBHBIX ANEKTPUYECKUX CUTHASTOB U (OU3UYECKUX NOSIEN;

Mepsbl No 3awmTe UHPOPMALNOHHOM CUCTEMBI, ee CPeacTB, CUCTEM CBA3UN U Nepegayu
AaHHbIX AOMKHbI 0becnevnBaTh 3alUMTy NepCOHarnbHbIX AaHHbLIX NPU B3aUMOAENCTBUN
MHPOPMALNOHHOM CUCTEMBI NI €€ OTAESIbHbIX CEMMEHTOB C UHBIMU
MH(OPMALNOHHBIMX CUCTEMAMU U UHPOPMALNOHHO-TENEKOMMYHUKALNOHHBIMW CETAMM
nocpeacTBOM NPUMEHEHUS apXUTEKTYPbl MHPOPMAaLMOHHON CUCTEMbI U MPOEKTHbIX
peLueHni, HanpaBneHHbIX Ha obecneyeHne 6e30NacHOCTM NePCOHasrbHbIX AAHHbIX;
Mepbl NO BbISBEHUIO UHLUMOEHTOB 1 pearMpoBaHuMio Ha HUX JOSMKHbI obecneunBatb
obHapyxeHue, ngeHTuduKaumo, aHanms MHUMOEHTOB B MHOPMALMOHHOM CUCTeMe, a
TaKKe NPUHATME Mep MO YCTPAHEHWUIO N NPeaynpPeXaeHUNI0 UHUMAEHTOB;

Mepbl Mo ynpaBneHuto KoHgUrypaumen MHPopmMaLmMoHHON CUCTEMbI N CUCTEMbI 3aLLUTDI
nepcoHanbHbIX AaHHbIX AOSMKHbI 0becnevnBaTb ynpasrneHne n3aMeHeHUsiMu
KOH(purypaumm nHopMaLnoHHON CUCTEMBI U CUCTEMBI 3aLLMUThl NEPCOHANTbHbIX AaHHbIX,
aHanu3 noTeHumnanbHOro BO3gencTeus nNnaHnpyembiX U3MeHeHnn Ha obecneyeHne
©e30MacHOCTM NepcoHanbHbIX AaHHbIX, @ TaKKe JOKYMEHTUPOBAHUE 3TUX USMEHEHUMN.

3.2.Peanusauunsa mep no obecneyvyeHuto 6esonacHoctu NAOH

Ana peanu3aumm ykasaHHblX Mep no obecneveHuto 6e30MacHOCTU MOryT MPUMEHSTLCA
MeXceTeBble 3KpaHbl, CUCTEMblI OOHaApPY>XEeHUSI BTOPXKEHWI, CpeACTBa aHanuaa 3aluLeHHOCTH,
crneunanMsavpoBaHHble KOMMMEKChbl 3aLlMThl U aHanu3a 3awueHHOCTN MHopMaunu.

Ana 3awmntel MNOH, npeacTaBneHHbIX B BUAe MH(POPMATUBHBIX ANIEKTPUYECKMX CUTHASOB Y
du3ndecknx nonem MOryT MpPUMEHATbCS Ccreaylwme MeToabl U Cnocobbl  3aWuThbl
MHGopMaLunK:

NCMNONb30BaHNE TEXHUYECKMX CPEACTB B 3aLLMLLEHHOM UCMONHEHWUN;
NCMNONb30BaHNE CPEeACTB 3alUnTbl MHOPMaLUK, NPOLLEALNX B YCTaHOBNIEHHOM NOPSAKe
npoueaypy OLEHKN COOTBETCTBUS;

pa3smelleHne 06beKkToB 3alUMTbl B COOTBETCTBMM C NpearnMcaHMeM Ha aKcnnyaTaumio;
pasMelleHne MOoHWXKaLWMX TpaHCHOPMAaTOPHbIX MOACTAHUWUIA  3NEKTPONUTaHus W
KOHTYPOB 3a3eMJIEHUS TEXHUYECKUX CPEACTB B Npeaenax oxpaHsaeMon TeEppUTOpUN;
obecneyeHne pasBs3kM Lenen INEKTPONUTaHUS TEXHUYECKMX CPEeACTB C MNOMOLLbHO
3aLMTHBLIX PMnbTPOB, BNOKMPYOLWMX (MOAABMAOLWMNX) MHPOPMATUBHBIN CUrHAN;



e obecrneyeHne aNEeKTPOMarHUTHOW PasBA3KU MeXAy NMHUAMU CBA3U U OPYIMMKU LensMu
BCNOMOraTesflbHbIX TEeXHUYECKUX CpeacTB W CUCTEM, BbIXOAAWMMM 3a npegens
OXpaHAeMOoW TeppuTopun, U MHAPOPMAUMOHHBLIMU LENsSMU, MO KOTOPbIM LMPKynupyeT
3aumuaemas tHgopmauus.

BoaMoxHble MeToabl M cnocobbl 3awmtbl MNMOH, NnpeacTaBneHHbIX B BUAE aKyCTUYECKOW
(peyveBon) NMHMpopMaLMK, 3aKNYaTCA B peanusauun opraHn3auMOHHbIX U TEXHUYECKUX Mep
ana  obecnevyeHus 3BYKOM3OMSAUMU  OrpaxkaaroLlMx KOHCTPYKUMA MOMELLEHUN, B KOTOPbIX
pacrnonoxeHa MHOpPMaLMOHHAA cucTtemMa, UX CUCTEM BEHTUNALUM U KOHOULMOHUPOBAHWUS, He
NO3BOSNIAIOLLEN BECTM MPOCyLUIMBAHNE aKyCTMYECKOW (peveBoin) MHpopMaumn npu ronocoBom
BBOAE MNepCoHasibHbIX [daHHbIX B MH(MOPMALMOHHOW CcUCTeMe WM BOCNPOU3BeaeHUU
NMHopMaLUKN akyCTUYECKMMUN CpeacTBaMu.

3.3.0cHOBHbIe NPUHLMNBLI onpeaereHns akTyanbHbIX yrpo3 6e3onacHoctu MNAOH

Buibop v peanumsauma wmep no obecnedyeHmto ©GesonacHoctm AR B  WCMOH
OCYLLIECTBMAOTCA HA OCHOBe Yrpo3 6e3onacHOCTM nepcoHarnbHbIX JaHHbIX, obpabaTbiBaeMbix
OnepaTtopom, BbisiBrieHHbIX B Mogenu yrpos 6esonacHoctu lNMOH(oanee - Mogenb yrpos), a
TaKke B 3aBMCUMOCTM OT YPOBHSA 3awimuieHHoctu [H, onpegeneHHOro B COOTBETCTBUU C
MocTtaHoBneHnem lNpasutensctea ot 01.11.2012 r. Ne 1119 «O6 yTBepxaeHun TpeboBaHu K
3alWmuTe nepcoHanbHbiX AaHHbIX MNpy UX obpaboTke B  MHMOPMALUMOHHBIX CUCTEMAx
nepcoHarnbHbIX AaHHbIX.

Mogenb yrpo3 paspabaTtbiBaeTcs Ha OCHOBE CneayoLmMx MeToanyYecknx JOKYMEHTOB:

e basoBas mogenb yrpo3 6e30MacHOCTM MNEepCoHarnbHbIM AaHHbIM Npu 0b6paboTke B

MHPOPMALMOHHBIX CUCTEMAX NepcoHanbHbIX AaHHbIX, yTBepxaeHHon 15 despansa 2008
r. samectutenem ampekrtopa PCTIK Poccuu;

e MeToguka onpegeneHns akTyanbHbIX Yrpo3 6€30MacHOCTN NepcoHarbHbIX AaHHbIX Mpu
0bpaboTke B MHGOPMALMOHHBLIX CUCTEMAX MEPCOHarbHbIX AAHHbIX, YTBEPXAEHHON 14
deBpans 2008 r. 3amecTtutenem anpektopa CTIK Poccum.

[nsa Bbibopa n peanusaunn mep no obecneveHnto 6esonacHoctn MNMAH B MCIMOH OnepaTtopa
HasHayaeTcss OTBETCTBEHHbIM 3a 3awuTy WHGopMauunm B WHGPOPMALMNOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbix(danee - OTBETCTBEHHbIM 3a 3awmTty). OTBETCTBEHHbLIN 3a 3awuTy
Takke coctaBnsieT U Mogenb yrpoas.

MepuogmyHocTb nepecmoTtpa Mogenwu yrpo3 ansa kaxgon ACIMOH Onepatopa onpegeneHa B
nyHkTe 3.5. gaHHou [NonuTuku.

3.4.0npepeneHue ypoBHs 3awmweHHocTy MOH

Mpn o6paboTke nNepcoHasnbHbIX AaHHbIX B MH(POPMALMNOHHbIX CUCTEMAaXxX YCTaHaBMMBaKOTCS
ypoBHM 3awmuieHHocTn [OH, obpabatbiBaembix B WCIMOH OnepaTtopa, B COOTBETCTBUM C
MocTtaHoBneHnem lNpasutensctea ot 01.11.2012 r. Ne 1119 «O6 yTBepxaeHun TpeboBaHu K
3aWmTte nepcoHanbHbIX [AaHHbIX Npu  MX o00paboTke B UHAPOPMAUMOHHBLIX CUCTEMAaXx
nepcoHanbHbIX JaHHbIX».

Mpn aTOM yynThLIBaKOTCS criegyrowme ncxogHole xapakrepmuctukun NCIan:

e kaTeropusi obpabaTbiBaeMbIX B MH(POPMALMOHHON CUCTEME MEPCOHArTbHbIX AaHHbIX;

e 0b0bem oObpabaTbiBaeMblx  MNepcoHasnbHbIX  AaHHbIX  (KONMYecTBO  CyObekToB
nepcoHanbHbiX AaHHbIX, MNepcoHanbHble AaHHble KOTOopblXx oObpabatbiBaloTca B
MHPOPMALMOHHOW CUCTEME);

e 3ajaHHble onepaTtopoM napameTpbl  6e30MacHOCTM  MepCOoHarnbHbIX  OaHHbIX,
obpabaTbiBaeMbIx B MIHPOPMALMOHHON CUCTEME;

e Tun yrpo3 6esonacHocTtu MNOH, akTyanbHbIX ANs UHPOPMALNOHHOW CUCTEMBI;

e kaTeropusi cybbektoB [MOH, YbM faHHble obpabaTbiBatoTcs Onepatopom. OTO MOryT
ObiTb  coTpyaHukn Onepatopa wnn  uHble cybbektbl [10H, He aBnsawowmecs
COTPYAHUKaMW.

Mo pesynbTatam aHanusa ucxogHblx gaHHbIX kaxgon VUCIOH OnepaTtopa npucsBanBaeTcs

COOTBETCTBYHOLLNN YypOBEHb 3alumiieHHocTu NOH n coctaBnseTca «AKT onpeaeneHns ypoBHS



3awuweHHoctn TOH, npu wmnx obpabotke B WCIIOH», yTBEpXOaembll pyKOBOAUTENEM
Onepartopa.

YpOBEHb 3aLUULLEHHOCTN NEPCOHANbHbIX AaHHbIX MOXET ObITb NEPECMOTPEH:

e o peweHnto OTBETCTBEHHOrO 3a 3alyMTy Ha OCHOBE MNPOBEAEHHOr0 MM aHanmsa U
OLEHKM yrpo3 6e30MacHOCTU NepCOHarnbHbIX OaHHbLIX C Y4€TOM OCOBEHHOCTEN N (M)
n3ameHeHuin koHkpeTHon NCIOH;

e O pesynbTatam MeponpuUATAUA MO KOHTPOSM 3a BbINONHeHWeM TpeboBaHun K
obecnedyeHnto 6e3onacHOCTM MNepCoHanbHbIX AdaHHbIX Npy  uMx obpaboTke B
MHOPMALNOHHOM CUCTEME.

3.5.MnaH meponpusaTun no obecnevyeHuto 6esonacHoctu MNOH
[na obecnevyeHnsa 6e30nNacHOCTM NepCcoHarnbHbIX AaHHbIX, 0bpabaTbiBaeMbix OnepaTtopom,
AOIMKHbI ObITh BbINOMHEHbLI paboThl, B COOTBETCTBUN C YKa3aHHbIM HUXKE MNITAHOM:

M MepuognyHoCTb
eponpusitne
MEepOonpuUaTUS
OpraHu3auMoHHbIe MeponpUATUSA
O6cnepoBaHne MHAOOPMALIMOHHBLIX CUCTEM NMEPCOHaNbHbIX AaHHbIX PasoBoe
Onpepgenexne nepeyvns NCIOH PasoBoe
OnpepeneHne obpabartbiBaembix NH 1 00bEKTOB 3aLUThI PasoBoe
OnpepgeneHne Kpyra nvy yqacteyowmnx B obpabotke MNOH PasoBoe
OnpegeneHne OTBETCTBEHHOCTM NL, y4acTBYHOLWMX B 06paboTke PasoBoe
OnpepgeneHne npaB pasrpaHudeHna goctyna nosnb3osatenen NCTOH, PazoBoe
HeobxoAnMBbIX ANS BbIMONHEHNSA OOMKHOCTHbLIX 00A3aHHOCTEN
HasHauyeHne oTBeTCTBEHHbLIX 3a ©6e3onacHocTb NCIOH n opraHusaumio
PasoBoe
obpabotku MNMOH
OnpepgeneHne ypoBHs 3awmweHHocTu MNOH ansa Bcex BbisBrneHHbIX NCTTOH PasoBoe
YcTaHoBneHme KoHTponupyemon 3oHbl Onepartopa PasoBoe
BbligeneHne cneunanbHbix noMmelleHnn Onepatopa gns yCTaHOBKM
annapatHbix cpeacTts VCIOH ¢ uenbto ncknodenna HCO k UCIMAH nuu, He PasoBoe
AonyweHHbIX K obpaboTke MNOH
OpraHunzauus pexmma n KOHTPons AocTyna (OXpaHbl) B MOMELLEHUs], B Pa30B0e
KOTOpbIX YCTaHOBNEHbI annapartHble cpeacrea MCIMOH.
OpraHusauus nopsigka pe3epBHOro KOnNnMpoBaHUA TBepAble HOCUTENN U Pa30B0e

BOCCTaHOB/EHMS 3amuiaeMmon ntHopmMauum
BeegeHve B gencrene nHCTpykumm no sawmte NCIOH PasoBoe
Opranusaums MHOOPMUPOBaHUS U 0Oy4YEHNSA COTPYOHMKOB O NOPSAKE

PasoBoe
0bpaboTkm n 3awmTbl MNOH
Pa3paboTka 4OMKHOCTHBIX MHCTPYKUUIN 0 nopsaake o6paboTtku MOH un PasoBoe
obecneyeHnn BBEAEHHOIO pexuma 3aLunTbl
PaspaboTka MHCTPYKUMIA O AENCTBUM B Clydae BO3HUKHOBEHMS PasoBoe
BHELUTATHbIX CUTYyaUui
PaspaboTtka nonoxeHus o6 obpaboTke n 3awmte MNOH 8 UCMOH Pa30BOE
OnepaTtopa
YT1BepxaeHue Monutnkm 6e3onacHOCTV NepcoHanbHbIX aHHbIX PasoBoe
OpraHunsaums xypHana ydyeta obpaweHui cybbektos MNOH PasoBoe
OpraHusaumsa nepeyHs no y4eTy TEXHUYECKUX CPEeACTB U CPEACTB 3aLMUThl, PasoBoe
a TakK Xe JOKYMEHTaLMM K HUM
OpraHusaumsa oxpaHbl 4na nponycka CybbekToB B KOHTPONMPYEMYHO 30HY PasoBoe

OnepaTtopa
TexHU4Yeckne meponpuaTmus




MepnognyHoCTb
MeponpusaTtue
MeponpUATUS
BHegpeHne TexXHNYECKOM CUCTEMbI KOHTPOMS A0CTyNa B KOHTPONMPYEMYHO PasoBoe
30HY M NOMELLEeHUN
BHeapeHne TeXHMYEeCKOM CUCTEMbI KOHTpOoNs goctyna kK obbektam VCTOH PasoBoe
YcTaHoBKa Xart3n Ha OKHa PasoBoe
BHeapeHue pesepBHbIX (Oy6nMpyOLWNX) TEXHUYECKNUX CPEACTB KIOYEBDIX
PasoBoe
anemeHToB NCI1OH
Meponpuatusa no BHegpeHUo u Koutponto C3MNOH
BHegpeHue cuctembl 3awmTbl oT HC[ Ha pabounx cTaHumMaX U cepBepax PasoBoe
Onepartopa
BHegpeHne cuctembl aHTUBUPYCHOM 3aLUUThI PasoBoe
BHegpeHne cpeCcTB MEXCEeTEBOro 3KpaHMPOBaHUSA PasoBoe
BHegpeHue cpefcTB aHanusa sawmueHHOCTH Pa3oBoe
BHegpeHune cpefcTB 0GHapYXEHUSI BTOPXKEHWI PasoBoe
Co3spgaHue XypHana BHyTPEeHHMX NPOBEPOK obecneveHnss 6e3onacHocTn ExeMECSUHO
MOH n nogaepxaHne ero B akTyasibHOM COCTOSIHUM
KoHTponb Hag cobniogeHnem pexmnma obpabotku MNOH ExxeHepenbHo
KoHTponb Hag cobniogeHnem pexuma sawmrtol MNOH ExxeaHeBHO
KoHTponb Haa BbINONIHEHNEM aHTUBMPYCHON 3alumTbl Ha paboumnx
ExxeHepgenbHO
CcTaHumsax u cepBepax Onepartopa
KoHTponb Haa cobnogeHnem pexuma 3alutbl Npy NOAKMHYEHUN K CETAM ExeHeaenbHO
obLero nonb3oBaHNAa 1 (MNN) MeXQyHapoAHOro obMeHa
MpoBeneHne BHYTPEHHMX NPOBEPOK HA NPeAMET BbiABEHNSA NU3MEHEHUI B
ExxerogHo
pexunme obpaboTkm n 3awmTtsl MNMOH
KoHTponb 3a 06HOBNEHMAMM NporpaMMHoOro obecneyeHunsi, NPUMEeHAEMOro
E>xeHepenbHoO
Ha ob6bekTax NCIOH
KoHTpornb 3a obecneyeHnemM pe3epBHOro KONMpoBaHUSA ExxemecsiyHO
OpraHusauus aHanu3a n nepecmMoTpa akTyanbHbIX yrpo3 6e3onacHocTm ExeronHo
MOH, a Tak >xe NPOrHo3 NosiIBNeHns HoBbIX yrpo3 6e3onacHoctu MNOH
MopaepxaHue B akTyarnbHOM COCTOSIHUM HOPMAaTUBHO-OPraHN3auMOHHbIX
ExxemecsyHo
OOKYMEHTOB
KoHTpornb 3a pa3paboTkon n BHECEHNEM U3MEHEHUN B NPOrpaMmMHoe
obecneyveHne Onepartopa unu wraTtHoe 0O, gopabaTtbiBaemoe ExxemecsiyHO
CcOBOCTBEHHbIMM pa3paboTyYNKaMm NN CTOPOHHUMUN OpraHn3aunsaIMm
KoHTponb 3a peanusaumen npasun gunbTpaumm Ha M3, HacTpoek
cucTtembl 3awmThbl oT HCL, cuctemsbl 3awmTbl OT BUPYCOB, CUCTEMBI ExxemecsiyHO
0oBHapyXeHWsi BTOPXKEHUN 1 aHanus3a 3almueHHOCTH

4. ObecneyeHne 6e30NacHOCTU NepcoHanbHbIX AaHHbIX

4.1.CocTtaB Mep no ob6ecneyveHuto 6esonacHoctu MNAH B UCMNAOH

BbibpaHHble Mepbl no obecneveHuto 6esonacHoctn [MOH pomkHbl  obecneynBaTtb
HenTpanusaumio npegnonaraemMblX yrpo3 6e30nNacHOCTM MNepPCOHanbHbIX AaHHbIX, MpU  UX
obpabotke B WCIOH Onepatopa M nexaTtb B OCHOBE peanu3aumm CUCTEMbl 3aluTbl
nepcoHanbHbIX AaHHbIX OnepaTtopa, KoTopas CTPOUTCA Ha ocHOBaHuM Mogenu yrpos, npoekTa
Cucrtembl 3aWmTbl NepcoHanbHbIX AaHHbIX, obpabaTbiBaembix B UCTOH Onepatopa, a Takke
pykoBoaswmx gokymeHtoB PCTIOK n ®CE Poccun.

BbiGpaHHble MeponpuaTna no 3awute MNOH oTpaxatTcs B OnucaHum CUCTEMbI 3aLLUTbI
nepcoHanbHbIX AaHHbIX, obpabaTbiBaeMbix B MCIOH Onepatopa.

Ona 3awmtel ot HCLO k MOH Ha pabounx ctaHumsx u cepBepax Onepartopa, ucxoasa u3
Tpebyemoro ypoBHs 3awwmweHHoctn WMCIMOH, Heob6xoaMmo MpuHATUE Creaylowmx mep no
obecneyeHuto 6e3onacHocTn MNAH:



NpeHTudukaums wn ayTeHTUdUKaumMs nosib3oBaTenen SBRSKOWMXCa paboTHMKaMm
Onepartopa,;

YnpaBneHve mnaeHtumkatopamm, B TOM YuUCrie cOo3gaHue, MPUCBOEHUE, YHUUTOXEHME
NAEHTUMKATOPOB;

YnpaeneHne cpeactesamu  ayTeHTUUKauMM, B TOM YuCNe XpaHeHuwe, Bblgaua,
nHUUnanuaauus, 6noknpoBaHme CpeacTB ayTeHTUdUKauunM 1 NpuHATME Mep B criyvyae
yTpatbl U (MnNn) KOMNpoMeTaLmm CpeacTs ayTeHTUNKaLUNK;

3awumta obpaTtHOM CBA3V NPY BBOAE ayTEHTUOUKALIMOHHON MHGDOPMaLIMK;

NpeHTndukauma n ayTeHTUduKaumss nonb3oBaTenen, He SBRSWMXCs paboTHMKaMm
oneparopa (BHELLHMX Norb3oBaTenen);

YnpaeneHwe (3aBedeHne, akTuBauus, OMOKMPOBAHWE W YHUYTOXEHUE) YYETHbIMU
3anucsMu nNonb3oBaTtenen, B TOM YMCHE BHELHMX NOoNb3oBaTenen;

Peanusauusa HeobxoauMbIX METOAOB (ANCKPELMOHHBINA, MaHAATHbIN, PONEBOM UM UHOWN
MeToA), TUNOB (YTEHMEe, 3anucb, BbIMOSTHEHWE UM MHOW TUN), NPaBWi pasrpaHuyeHns
AocTyna;

YnpasneHue (byvnbTpaums, MapLupyTmsaums, KOHTPONb COeINHEHUN,
OofHOHanpaBneHHass nepegada W WHble cnocobbl ynpaeneHus) MHPOPMALMOHHLIMU
NnoToOKamMu Mexay YCTPOMCTBaMu, CermMeHTamu MHMOPMAaLMOHHOM CUCTEMbI, a Takxke
MexXay MHPOPMaLNOHHBIMIN CUCTEMaMU;

PasgeneHne nonHomouun (porien) nonb3oBaTenen, agMUHUCTPATOPOB WU nuv,
obecneunBaoLLmnX PYHKLUNOHNPOBaAHNE MHGOPMALMOHHOW CUCTEMBI,

HasHayeHne MUHUManNbHO HeobXOoAMMbIX nNpaB W  NPUBUMErMA  MOMb30BaTENAM,
agMUHUCTpaTopaM M nuuam, obecneunsaronM PyHKLMOHMPOBaHNE MHPOPMALNOHHON
CUCTEMDI;

OrpaHunyeHne HeycnewHblIX NOMNbITOK BXOA4A B WH(POPMALMOHHYK cuctemy (goctyna K
MHOPMAaLNOHHOM CUCTEME);

Peanusauusa 3awmuweHHOro yganeHHoro [octyna cybbekToB AocTtyna K obbektam
AoCTyna 4yepes BHeLHE NH(POPMAaLMOHHO-TENEKOMMYHUKALMOHHbIE CETMU;

YnpaBneHne B3aMMOOENCTBMEM C  WH(OPMAUMOHHBIMW  CUCTEMAMM  CTOPOHHMX
opraHmsauun (BHeLWHME MHPOPMALIMOHHBIE CUCTEMbI);

OnpepgeneHne cobbiTin 6e3onacHOCTX, MNoAnexawmx permcTpauun, M CPOKOB WX
XpaHeHus;

OnpepeneHne coctaBa M cogepxaHusa uHdopmaumm o cobbiTuax ©6e3onacHocTy,
noanexawmnx permnctpaumm;

Cbop, 3anucb M XxpaHeHne wuHdopMauum O CcobbiTMAX 6Ge3onacHoCTM B Te4yeHue
YCTaHOBMEHHOIO BPEMEHWN XPaHEHUS;

3awwmTa nHdopmauum o cobbiTuax 6esonacHocTy;

Peanusauus aHTUBMPYCHOW 3aLLUMThI;

O6HoBneHne 6asbl [aHHbIX MPU3HAKOB BPELOHOCHbLIX KOMMbIOTEPHbLIX NpPOorpamMm
(Bupycos);

OpraHusaumsa KOHTpPONMpyeMOKn 30HbI, B npeaenax KOTOpOW MOCTOSHHO pa3MeLLaroTca
CTaunoHapHble TEXHMYECKMe cpeacTtBa, obpabaTbiBatowme MHGoOpMaUnio, U cpeactesa
3awmTbl MHGOPMaUmK, a Takke cpeacTBa obecneyeHns PyHKUMOHMPOBAHUS;

KoHTponb 1 ynpaeneHne pusnyeckum SOCTYNOM K TEXHUYECKUM CpeacTBaM, CpeacTBam
3awmnTbl MHGOpMaLMK, cpeactBam obecneveHuss (PYHKUMOHMPOBAHUS, a Takke B
NOMELLEHNA U  COOPYXEHUHA, B KOTOPbIX OHW  YCTAHOBSIEHbI, WCKOYatoLmne
HECaHKLUNOHNPOBAHHbIN (bn3mMyeckun [ocTyn K cpeactBam obpaboTkm mHopmaumw,
cpeactBam 3awmTbl MHdopMaumm wn cpeactBam obecnedeHunss (PyHKUMOHMPOBaHUSA
WH(POPMALNOHHON CUCTEMbI, B TMOMELLEHUS W COOPYXKEHUS,, B KOTOPbIX OHMU
YCTaHOBMEHbI;

PaamelueHne ycTponcTB BbiBoAa (OTOOpaxeHus) uHdoOpmauuu, UCK4alllee ee
HEeCaHKLNOHNPOBAHHbIN NPOCMOTP;



KoHTponb ycTaHOBKM OBHOBNEHMM NPOrpaMMHOro obecneveHund. Bkroyas obHoBreHne
nporpamMmmMHoro obecneveHnsi CpeacTs 3alUmTbl UHpOpMaLW;

KoHTponb  paGoTocnocobHOCTW, MNapamMeTpoB  HACTPOMKM U MNPaBUNbHOCTH
PYHKLUMOHNPOBaHUA NporpaMMHoOro obecneveHnsa n cpeacTs 3awmTbl MTHGPOPMaUmu;
KoHTponb cocTaBa TEXHUMYECKUX CpeacTB, nporpaMmHoro obecnevyeHuss n CpeacTs
3aLnTbl MHopMaLmu;

ObGecneyeHne 3aWwmTbl MNEPCOHAsNbHLIX AaHHbIX OT PacKpbITUA, MoAUUKaALUK U
HaBA3bIBaHWS (BBO4A NOXHOW MHopMauun) npu ee nepegade (NoaroToBke K nepenaye)
Nno KaHanam CBsi3u, MMEKLMM BbIXO 3a Npeaesibl KOHTPONMPYEMOW 30HbI, B TOM YUChe
6ecnpoBogHbIM KaHanam cBs3u.

4.2.CocTaB AONONHUTENbHbLIX Mep No obecneyeHuto 6e3onacHocTm NOH B UCMNOH

Kpome mep no obecnevenunto 6esonacHoctu MNMAH B UCIMOH Takke HeobxogmMmo:

OTBETCTBEHHOMY 3a 3aliMTy aHanuaupoBaTb W MpocMaTpmMBaTb perncTpupyemble
cuctemon 3awmtbl ot HCL cobbitma 6e3onacHOCTM Ha KOMMblOTEpAx U cepBepax
NCIMNAOH OnepaTopa Ha Hanuune HeECaHKUMOHMPOBAHHbLIX AEWCTBUM MO pacnucaHuto,
yKaszaHHOMY B MyHkTe 3.5;

OTBeTCTBEHHOMY 3a 3alnTy A8 3PPEKTUBHON 3aLUMThl OT BPEAOHOCHbLIX MporpamMm u
BUPYCOB Ha KomnbtoTepax u cepsepax VCIMOH OnepaTopa NpoBEPATL XypHaribl CUCTEM
aHTUBUPYCHOM 3aLUMTbl MO pacnmncaHuio, ykasaHHOMY B NyHKTe 3.5;

obecneuntb KOHTpONb Aoctyna nonb3oBaTenen WCIIOH K 3awuuwaemMbim pecypcam
NCIMAOH B cooTBeTcTBMM ¢ MaTpuuen goctyna lNonb3oBatenen k o6vektam VCTOH;
obecneunTtb yyeT BCeX 3alluiaeMblXx HocuTernen uHGOpPMauun C MOMOLWBLIO  UX
MapKUpOBKK 1 3aHeceHne nx B XKypHan yvyeta Hocutenen MNOH;

obecneuntb husnyeckyro oxpaHy TexHmyeckmx cpeacts VCIOH, npegycmaTpmBatoLLyto
KOHTpOSb gocTtyrna B nomeuweHuss ¢ obbektamm WCIIOH nOCTOPOHHUX nuy, a Takke
HanuuMe HadexXHbIX NPensaTCTBMMA ANA HECaHKUMOHWPOBAHHOIMO MNPOHWKHOBEHUSA B
xpaHumnuuwa Max;

obecneunTb Hanuyue cpeacTts BoccTaHoBreHmst C3IN0H, npegycmaTpusaroLwmnx BegeHme
ABYX KOMUM MNPOrpaMMHbIX KOMMOHEHTOB CPeACTB 3alWuTbl MHpOpMaUMKN, a Takke KX
nepuoan4yeckoe obHOBNEHME N KOHTPOSb paboTOCNOCOOHOCTY;

YyTBEPAMTb UHCTPYKLMIO NO BOCCTAaHOBIIEHUIO CBOMNCTB MEXCETEBOro 3KkpaHa nocrne cboes
N oTKa3oB 0bopyaoBaHUS;

obecneunTb KOHTPOSb 3a peanusauuen npasun unbTpauumn, npouecca perucrpauuu,
npouecca naeHTUduKauum n ayTeHTuumnkaumm 3anpocoB, npouecca uaeHTudukaumm,
ayTeHTUUKaUnmM 1 permctpaumm agMMHUCTPaTopa MeEXCeTeBOro aKpaHa;

obecnevnTb KOHTPOSb 3a LEenoCTHOCTLIO nNpouenypbl BoccTaHoBneHus obvekrtos NCIOH
Nno pacnucaHuio, ykasaHHOMY B MyHKTe 3.5.

4.3.0pranusauus goctyna lNonb3oBatenen UCTOH

Bce [Mlonb3oBatenn WCIOH pomkHbl MMeTb gocTtyn k pecypcam WCIOH Tonbko B
COOTBETCTBUM C paspeLleHUsIMU, yCTaHOBMEHHbIMM B MaTtpuue pgoctyna [lonb3oBaTtenen K
obbektam NCIOH.

Hoctyn HoBoro [Monb3oBatens k pecypcam WCIOH ocywecTBnseTcs crneayrowmm

obpasowm:

MpoucxognTt cornacoBaHne poctyna [lonb3osatens k pecypcam WCIOH wn ero
pobaeneHne B Cnmcok nuvu, goctyn koTtopbix K [OH, obpabatbiBaembix B WCIIOH
Onepatopa, HeobxoouMm Ans BbINOMHEHUSA CrnyXebHbiX (TpyaoBbiX) 06A3aHHOCTEN
OTBETCTBEHHbLIM 32 3aLUUTY;

Mpouncxogut osHakomneHue [llonb3oBaTtens WCIOH ¢ MNonoxeHnem o6 obpaboTke u
3awmte [10H, o6pabartbiBaembix Onepatopom wu nognucaHve [lonb3oBaTtenem
CornaweHusi o HepasrnaweHun MNOH;



e [lpoucxoant cosganue B UCIIOH yyeTHOM 3anucu Monb3oBatensd u opraHusauus ero
poctyna Kk obbektam NCIOH B COOTBETCTBMM C paspeLleHnamMmu, 3admKCMpoBaHHbLIMU B
MaTtpuue poctyna lNonb3osatenen Kk pecypcam VCIOH.

Mpn HeoGxoammocTn GrokuposaHus goctyna lNonb3oBatens VCIMOH k pecypcam UCTTOH
(Hanpumep, B criydyae yBONbHEHUA coTpyaHuka OnepaTtopa) HeOOBXOAMMO yaanuTb YYETHYHO
3anucb lNonb3oBaTtena u oTkoppekTMpoBaTb CNUCOK nuuU, OOCTYN KOTOPbIX K NEePCOHarbHbIM
AaHHbIM, obpabaTtbiBaeMblix B VICIOH Heobxoamm Ans BbINOMHEHUS CIYXeOHbIX (TPy4oBbIX)
o6a3aHHOCTEN.

4.4.Topapok o6paboTkn MHUMAEHTOB 6e30MacHOCTH
Mopsagok o06paboTkm wmHUngeHtoB 6esonacHoctn [1OH onmcaH B WHCTpyKuMM Mo
opraHuMsaummn pesepBupoBanHus, BoccTtaHoBneHnsa WCIOH wu o6paboTke uMHUMOEHTOB
©6esonacHoctn NCIOH.

4.5.MopAaaokK BbINOSTHEHMA Npoueayp pe3epBHOro KONMpPoBaHUSA
Mopsagok pesepsHoro konupoBanus MNMAH B NCINOH onncaH B NHCTpyKUMKM NO opraHu3aumm
pesepBupoBaHusi, BocctaHoneHust MCINOH n obpaboTke nHumaeHtoB 6esonacHoctn NCIOH.

5. Nonb3oBatenu UCMNOH
MoxHo BblgenUTb cnegywowme kateropum  nonb3osatenen WCIOH  OnepaTtopa,
yyacTByrowmx B obpadoTtke MNOAH unu ceasaHHbIX ¢ o6cnyxmBaHmem oobektos VCTTOH:
e OTBETCTBEHHbIN 3a 3awmTy (AgMmHUCcTpaTop 6e3onacHoCTH);
e Onepatop NCTOH;
e Cneumanuct no nogaepxke texHumyeckmx cpencts VICIOH v kopnopaTuBHOW ceTu
(AoMuHucTpartop);
CeepeHuss o kaTeropusx nons3oBatenen WCIIOH, a Takke o6 ypoBHe wux pocTtyna K
obbektam VCTIOH gomkHbl 6bITb oTpaxeHbl B MaTtpuue goctyna Nonb3oBaTtenen Kk pecypcam
nCrgn.

5.1.AaMunHucTpaTtop 6esonacHocTun
AgmuHucTpaTtop 6esonacHocTw, cotpyaHuk  OnepaTtopa, OTBETCTBEHHbIN 3a
dyHKUuMoHupoBaHue C3lOH, BknoYas obCnyXuBaHME W HACTPOMKY aAMWUHUCTPATUBHOW,
CEPBEPHON N KITMEHTCKOM KOMNOHEHT NCIOH.
AgmunHuctpatop 6e3onacHoCcTn obnagaeT cnegyowmnmM ypoBHEM 4OCTYNA U 3HAHUM:

e obGnagaet nonHon nHgpopmaumen o6 NCIOH;

e VMeeT [OCTYyn K cpeAcTBaMm 3aluTbl MHGOPMAUUM U NPOTOKOSIMPOBAHUS U K YacTu
kntoyeBbix anemenToB VCIOR;

e He MMeeT NpaB AOCTyna K KOHMUIypupoBaHUIO TEXHUYECKMX CpeacTB ceTu 3a
NCKINOYEHNEM KOHTPOMbHbIX (MHCMEKLUMOHHbIX).

AgmMmunHmncTpatop 6e30nacHOCTU YNONHOMOYEH:

e peanuaoBbiBaTb MOMUTUKM 6Ge30MacHOCTM B YacTW HACTPOMKUM CPeACTB 3aluuTbl
NHopMaLUKN, MeXceTeBbIX IKPAHOB U CUCTEM OBHapY>XeHUs aTak, B COOTBETCTBUN C
kotopbiMn Onepatop WCIIOH nonyyaeT BO3MOXHOCTb paboTaTtb C anemMeHTamu
NCMNAawx;

e OCYyLWEeCTBNATb ayauT CpeacTB 3allnThl;

e yCTaHaBnMBaTb [JOBepuUTElbHble OTHOLUEHWA CBOEW 3alUULLIEHHOW CeTU C CeTsaMu
APYrux opraHu3aumin.

5.2.0nepartop UCIMNOH
Onepatop VCIAH, coTpyaHnk OnepaTopa, ocywectengowmn obpadotky MNAH. ObpaboTka
MAOH BkNtoYaeT: BO3MOXHOCTb npocmoTpa [MOH, pydHon BBog [OAH B cuctemy WCTIOH,
dopMmnpoBaHue CnpaBoOK U OTYETOB MO MHopMauuu, nonydyeHHon ua UCIL. Onepatop He
nMeeT NONTHOMOYNI AN ynpaBneHna nogcuctemamm obpaboTkm gaHHbix u C3MNAH.



Onepatop UCIOH obnagaeT cnegyowuym ypoBHEM AOCTYNa U 3HAHUIA:

e obOnagaetr Bcemm  HeobxogumbiMn  aTpubytamm  (Hanpumep,  Naponem),
obecneynBaroLLMMN JOCTYMN K HEKOTOPOMY nogmMHoxecTBy MH;

e pacnonaraet ceegeHnamm o MNOH, K KOTOpbIM UMeeT JOCTYn.

e obnapaet 4yacTbio MHPOPMaLMKN O TEXHUYECKNX cpeacTBax u kKoHdurypaummn NCIOH;

e unMeeT (PM3MYEeCKNMin JOCTYyN K TEXHMYECKMM cpeacTtBam 06paboTkm mHdopmaumm m
cpeacTBaMm 3allUuThl;

e 3HaeT, N0 MeHbLUen Mepe, OOHO feranbHoe NMs JoCTyna.

5.3.CneumnanucTt no nogaepxke texHunyeckmx cpeacts UCIOH n KopnopaTuBHOM
cetn (AAMuHUCTpaTOP)

AgmuHucTtpatop, coTtpyaHuk OnepaTopa, ocywecTtBnseT o6cCcnyxuBaHue U HaCTPOWKY
nepudepuiHoro obopygosannsa NCIOH. AoMuHucTpaTop He umeeT goctyna K MNMOH, He nmeet
NoSIHOMOYMIA ANs ynpaBneHus nogcuctemamm obpaboTkm AaHHbIX 1 6e30MacHOCTW.

O6nagaeT cneayoWmMM YpOBHEM AOCTYNa U 3HAHWIA:

e o00Onagaet 4acTbld WHGOpMALMM O CUCTEMHOM W MPUKIAAHOM MPOrpaMMHOM
obecneyennn NCTOH;

e obnapgaet 4yacTbio MHpOPMaLUKM O TEXHUYECKNX cpeacTBax u kKoHdurypauumn NCIOH;

e 3HaeT, N0 MeHbLUEN Mepe, OOQHO NeranbHOe Nmsa JocTyna.

6. TpeboBaHuA K paboTHnkam OnepaTtopa no obecrneyeHUro 6e3onacHoOCTn

nepcoHanbHbLIX AaHHbLIX

Bce cotpygHukm Onepatopa, sensawowmecsa MNonb3osatenammn NCIOH, AOMKHBI YETKO 3HATb
N CTPOro BbIMNOMHATL YCTAHOBMEHHbIE NpaBuna U 00s13aHHOCTM MO AOCTYNy K 3aljuliaeMbim
obbekTam 1 cobnogeHno NPUHATOrO pexmnma 6esonacHocTr MOH.

Mpn BCTynneHun B AOMKHOCTb HOBOrO COTPYAHMKA, AMPEKTOp 06si3aH opraHuM3oBaTb €ro
O3HaKOMMEHMe C  OOSMKHOCTHOW  WMHCTPYKUMEerM 1M HeobxoauMbiMW  LOKYMEHTaMu,
pernameHTupytowmmmn Tpebosanna no 3awmte MNOH, a Takke obydeHne HaBblkaM BbIMNOSIHEHWS
npoueayp, HeobxoaMMbIX ANS CaHKUMOHMPOBAHHOIO ucnonb3oBaxHns NCI1OH.

CoTtpyaHukn Onepatopa

e [O/MKHbl ObITb O3HAKOMMEHblI C MNOSIoXeHneMm no obpaboTke u obecrneyeHuto
©e30nacHOCTM NepcoHarnbHbIX AaHHbIX, 0bpabaTbiBaeMbix B Onepartopa.

e CMONb3ylLME TEXHUYECKME CPeacTBa ayTeHTUdUuKauum, OOMKHbI obecnevmBaTtb
COXPaHHOCTb UOEHTUMPUKATOPOB (3MEKTPOHHBIX Krtoven) n He gonyckatb HCL K HUM U
BO3MOXHOCTb UX YTEPU UIM UCMNONb30BaHUA TpeTbumun nuuamn. CotpyaHmk OnepaTopa
HeCyT NepcoHarnbHYK OTBETCTBEHHOCTb 3@ COXPAHHOCTb MAEHTUEMKATOPOB.

e [OSKHbI CrnefoBaTh YCTAHOBMEHHbIM Npoueaypam nogaepxaHust pexmma 6e3onacHocTu
MAH npu BbIGOPE M MCNONb30OBaHMKM Naposien (ecrim He WUCMONb3YKTCSA TEXHUYEecKue
cpeacTBa ayTeHTudmMKauun).

e [OMKHbl obecneuynmBaTb Hagnexawy 3awuTty obopyaoBaHus, ocTaBnsiemoro 6e3
npucMoTpa, 0COBEHHO B TEX Crny4vasx, korga B NomMeLleHne MMetoT SOCTYN NOCTOPOHHUE
nnua. Bce nonb3oBatenun OomkHbI 3HaTh TpeboBaHms 6e3onacHocty MNOH 1 npouenypsl
3awmTbl 06opyaoBaHNs, ocTaBneHHoro 6e3 npucmoTpa, a Takke CBOM 00S3aHHOCTU MO
obecneyeHnto Takom 3aLnThl.

e He [JOSKHbl ycTaHaBnuBaTb MOCTOPOHHEE NporpaMmmHoe obecnedeHne, noakmn4vaTb
NNYHblE MOOWIbHbIE YCTPOMCTBA U HOCUTENN MHpOpMaLUK, a Takke 3anucbiBaTb Ha HUX
3awmuaemyo nHpopmauumio.

e HEe OOJMKHbl pasrnawaTh 3aluwaemMyo MHopMauuio TPeTbUM nuuam, Kotopasa crana
nm n3secTtHa npu padote B ICIOH OnepaTopa.

e npwu pabote c MNAOH B NCIMOH 06583aHbl 06ecneynTb OTCYTCTBUE BO3MOXHOCTM NPOCMOTPa
MOH TpeTbumun nuuammn ¢ moHntTopos APM nnmn tepmuHanos.



e npu 3aBepweHun pabotel B WCIOH o6s3aHbl 3awmtute APM unmn TepmuHanbl C
MOMOLLIbIO BGFTIOKMPOBKM KMKOYOM WUIM 3KBMBANEHTHOIO CPeAcTBa KOHTPONSA, Hanpumep,
AOCTYNOM Mo Naporsio, ecrnn He NCNonb3yTca bonee cunbHblE CpeacTsa 3allnThl.

e [0OSMKHbI BbITb NPONHGOPMMPOBaHbLI 06 yrpo3ax HapyLleHust pexnma 6e3zonacHocTn MNOH
N OTBETCTBEHHOCTU 3a ero HapyweHne. OHM [OO0SMKHbI OblTb O3HAKOMIEHbI C
yTBEpXOeHHON (bopMasibHOM NpoLlenypor HaNoXeHUA OAUCUUNIMHAPHbLIX B3bICKAHUMA Ha
COTPYAHWKOB, KOTOPblE HapyLWUNW MpUHATbIE NOMUTUKY M Npouedypbl 6es3onacHoCcTU
MNAux.

e 00s3aHbl 6e3 npomeasnieHmst coobaTtbe 060 Bcex HabngaembiX UM NO4O3PUTESbHBIX
cnyyasx pabotbl MCIOH, koTopble MOryT nosriedb 3a cobon yrpoabl 6esonacHoctm MNAOH,
a Takke O BbISIBMIEHHbIX UMW CcObbITMAX, 3aTparvMBatowmx 6esonacHocTte [11H,
pykoBoACTBY nogpasgerneHms n OTBeTCTBEHHOMY 3a 3aLUuTy.

KoHTponb 3a cobniogeHnemM BbllWeonMcaHHbIX TpeboBaHuin coTpygHukamu Onepartopa

BO3flaraeTtcd Ha OTBETCTBEHHOro 3a opraHu3aumio o0bpaboTku, XpaHeHuss n obecnedveHue
©e3onacHoctn [MOH.

7. DonxHocTHbIe o6si3aHHOCcTU Monb3oBaTtenen UCIMNOH

HormkHOCTHBIE 06s13aHHOCTU nonb3oBaTenen MCIOH onncaHbl B cnegyowmx 4OKyMeHTax:

e VHcTpykuma OTBETCTBEHHOrO 3a 3awmTy UMHopMauun B MHEAPOPMALMOHHBLIX CUCTEMAX
nepcoHanbHbIX AaHHbIX;

e WHcTpyKumsa nonb3oBaTtens no akcnnyaTtaumm C3IM0H;

e WHCTpyKUMM NO OpraHusauum pesepBupoBaHusi, BocctaHoBnenuns NCIOH n obpaboTtke
nHunaeHTtoB 6e3onacHoctn NCIOH;

e WNHcTpykuma Onepatopa NCIOH;

8. OTBeTcTBeHHOCTHL NMonb3oBatenen NUCIMNAOH

B cootBeTcTBUM CO CT. 24 depeparnbHoro 3akoHa Poccuinckon enepaunmn ot 27 mnons 2006
r. Ne 152-03 «O nepcoHarbHbIX AaHHbIX» fMLa, BUHOBHbIE B HapyLleHnn TpeboBaHUN AaHHOMO
depnepanbHoro 3aKOHa, HecyT rpaXkgaHcky'o, YrOMNOBHY!IO, a4MWHUCTPATUBHYIO,
ANCUNNANHAPHYIO M WHYKO NpegyCMOTPEHHY 3akoHogaTtenscTtBoM Poccunckon depepauyuu
OTBETCTBEHHOCTb.

Hencteytowee 3akoHogatensctBo P® nossonder npeabsasnatb TpeboBaHua no
obecneyveHnto GesonacHom paboTbl C 3awmwiaemMon uHdoOpmaumen u npegycmaTpusaeT
OTBETCTBEHHOCTb 3a HapylleHMe YCTaHOBMEHHbIX npaBun akcnnyataumm OBM un cuctem,
HenpaBOMEpPHbIN AO0CTYN K WHgOpMauuK, ecrniv 3TU OEeNCTBUSA NPUBENN K YHUYTOXEHMIO,
OnoKknpoBaHuio, MogudukaLmm MHpopMaunm nnn HapyLeHmto pabotel 3BM nnu ceten (ctatbu
272,273 n 274 YK PO).

AOMUHUCTpPATOP 3awmTbl HECET OTBETCTBEHHOCTb 3a BCe AEWCTBUS, COBEPLUEHHbIE OT
MMEHN €ero yYeTHbIX 3anucer UM CUCTEMHbIX YYETHbIX 3anucen, ecnn He JokasaH dakT
HEeCaHKLMOHNMPOBAHHOIO UCNOSb30BaHWS YY4ETHbIX 3anucen.

Mpn HapyweHuax lMone3oBatenamu UCIOH npaBun, cBA3aHHbIX ¢ 6e3onacHocTbio MH,
OHW HECYT OTBETCTBEHHOCTb, YCTAHOBMNEHHYIO OENCTBYIOLWMM 3aKOHOO4aTeNbCTBOM Poccuinckon
depgepaumn.



